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AiSP News & Highlights

Sign up for Hybrid AD Cyber Resilience Lifecycle on 23 May 2023

AISP @ PAM,..  RSM

? JustCo @
TUESDAY 23 MAY 2023 6PM - BPM Marina Square

Mike Tan Ronino Tabanan Andrea Chea
Co-founder and Solutions Consultant Team Leader
Managing Partner Quest Software RSM
DTAska Cyber Security Young Lead

2022 Award Winner

In collaboration with our Corporate Partners, DTAsia and RSM, AiSP is organising an event focusing on Hybrid AD Cyber
Resilience Lifecycle. Active Directory is the cornerstone of almost all Enterprise IT infrastructure. By levering on the 5 principles
of the NIST Cyber Security Framework, we discuss how Quest Software help businesses of all sizes better understand,
manage, and reduce their cybersecurity risk and protect their critical Active Directory as well as Azure AD.

Register here



https://forms.office.com/r/i2M2fgY9JX

Sign up for Qualified Information Security Professional (QISP) Exam before 31 May!

AISP

dvance onnect xcel

Increase your certification profile and sign up for
QUALIFIED INFORMATION SECURITY PROFESSIONAL
(QISP) exam!

Complimentary FIRST year Membership
till
31 Dec 2023
Price

Sign up before 31 May to get $50 off (U.P $370)
Sign up in bulk of 10 to get $70 off per pax

For individual sign up, please register via the qr code
here

i

To sign up in bulk of 10, please send to
secretariat@aisp.sg

If you have One (1) to five (5) years of working experience in Information Security; or
Formal training in cyber security in an educational institution and would like to increase your certification profile, sign up for
AiSP one and only Qualified Information Security Professional (QISP) exam!
Complimentary 1- year AiSP membership (till 31 Dec 2023) will be given to all candidates who have signed up for the exam.

Sign up before 31 May to get $50 off the exam price (U.P $370) which is just $320 before GST to achieve the certification!

AiSP QISP Exam is based on 1S-Body of Knowledge 2.0:
- Validated by corporate companies, IHLs and associations.
- This includes government agency such as GovTech, IHL schools such as polytechnics and associations such as
Singapore Computer Society and SGTech.
- Developed by referencing from the Skills Framework for Infocomm Technology by IMDA on cybersecurity topics.

Register here now!
For more details visit our website here!

If you have any enquiries, please contact secretariat at secretariat@aisp.sg
*Terms and Conditions apply



https://forms.office.com/r/1QwS6qbuUp
https://www.aisp.sg/qisp_exam.html
mailto:secretariat@aisp.sg

AiSP Events and Updates

Cyber intelligence Briefings - The
Threat of ARES Leaks
24 May 2023

Understanding The
External Threat Landscape And Ifs Impact
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AISP 2.

In this upcoming webinar, we will share
our finding on ARES, a new threat actor
group identified by CYFIRMA Research,
that sells corporate and government
authority databases. They exhibit cartel-
like behavior, associate with other threat
actors including RANSOMHOUSE,
KelvinSecurity, and Adrastea hacker
groups. ARES Leaks aims to rival
BreachedForum by adding more threat
actors and leaks to their platform. The
ARES group consists of penetration
testers, malware developers, and offers
Botnet and DDoS services. The admin
of ARES is involved in selling Zero-day
vulnerabilities, indicating their
exploitation of such vulnerabilities to
compromise systems.

Register here

AiSP Knowledge Series — Cyber

Defence
25 May 2023
AISP Knowledge Series oy
Cyber Defence AISP
25 May 2023, Thursday |-:»- T
‘@ ExtraHop

(Otenable
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In this Knowledge Series, we are excited
to have ExtraHop, Tenable & Vectra Al to
share with us insights on Cyber
Defence. Based off Information Security
Body of Knowledge (BOK) 2.0 content
topics, AiSP has been organising a series
of knowledge-sharing & networking events
to enable our members with a better
understanding of how I1S-BOK can be
implemented at workplaces.

Register here

AiSP Ladies in Cyber Dialogue Session
& Learning Journey to Ensign
30 May 2023

AiSP will be organising a learning journey
to Ensign InfoSecurity on 30 May 2023
from 9am to 12noon where we will invite
about 50 to 70 female Youths from our
Student Chapters to come together
physically for a day of celebration, learning
journey and visiting the Ops Centre at
Ensign InfoSecurity and interacting with
the working personnel at Ensign. Join us
for an afternoon of enriching activities
ranging from Dialogue Session with our
Guest of Honour, Ms Sim Ann, Senior
Minister of State in the Ministry of
Foreign Affairs & Ministry of National
Development, Recruitment Talk,
Internship Opportunities and visit to the
Ops Centre. The event is open to all
female students in tertiary level.

Please note that this event is for female
students only.

Register here



https://us06web.zoom.us/webinar/register/2916826469767/WN_KAdj_9B9TYWurxa6a3UCRg
https://us06web.zoom.us/webinar/register/6016799878373/WN_kXhsIiwCRqy3BJfB2XwrFw
https://forms.office.com/r/QC9VJ9QK12

AiSP Events and Updates

Social Engineering (E-Commerce
Fraud, Tech Support Fraud)
31 May 2023

To mitigate the risk of social engineering
attacks, organizations must educate
their employees on the various tactics
employed by attackers and the
importance of safeguarding sensitive
information. It is also crucial to
implement strict security protocols, such
as multi-factor authentication and
encryption, to protect against
unauthorized access to sensitive data.
By taking these measures, organizations
can better protect themselves against
the insidious threat of social engineering
attacks. Join us in the coming workshop
to find out more on the various
measures needed to fight against social
engineering.

Register here

SEA CC Webinar — Data & Privacy
8 June 2023

SEA CC WEBINAR
DATA & PRIVACY

wiss @

The South East Asia Cybersecurity
Consortium will be organising a series of
webinars leading up to the SEA CC Forum
2023. The first webinar will be focusing on
Data & Privacy where speakers will be
sharing insights on the best practices for
data protection.

Register here

As part of Singapore Youth Day 2023 on 2

AiSP Youth Symposium
2 July 2023

AISP YOUTH
SYMPOSIUM 2023

Date: 2 July 2023
Time: 12.30 pm to 4.00 pm
Venue: JustCo @ Marina Square
Dress code: Smart Casual

REGISTER Nﬂw\é

July 2023 (Sun), AiSP will be organising
the 2nd Youth Symposium to reach out to
the Youths for a day of sharing, internship
or career opportunities with our partners
on 2 Jul 23 (Sun). We will also invite
keynote speakers to share on the
importance of Youths in Cyber and Tech.

We are expecting 100 Youths and
professionals (Subject to COVID
restrictions) for the Symposium in this
Physical Event. We have invited our
Patron, Senior Minister of State, Ministry of
Communications and Information and
Ministry of National Development, Mr Tan
Kiat How as our Guest of Honour and to
have a dialogue session with the
attendees on how Youth play an important
role in Cyber & Tech in the future. The
event is open to all students in secondary
and tertiary level.

Register here



https://forms.office.com/r/P1rTmncszR
https://us06web.zoom.us/webinar/register/4216810994785/WN_llsql6lzSRy0VdqtSyKouQ
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUNkE5VE9SVlczRzNETTJGWjZRSzlPRjVZVy4u&wdLOR=cDEE176C1-E405-4B67-A577-6ACFD4CE3B69

AiSP Events and Updates

SOC 101 | Trust No Files
12 July 2023

2L 2023 EDNESDAY

Financial institutions face an ever-
growing threat from incoming files.
Every loan application uploaded to a
web portal emailed spreadsheet or

signed PDF sent to an account manager

can contain malicious code that
threatens the organization. All files are
suspect. Ransomware campaigns and
other destructive malware are running
rampant as malicious actors seek out

high-value targets to coerce and
compromise. And the need for strong
security is more critical now as the risk

of file-borne threats has never been
greater.

Register here

Registration for AVIP Membership!

Tyt
/NP MEMBERSHIP

AVIP membership is the FIRST in Asia to bundle the
Praofessienal Indemnity for prafessienals involved
in cybersecurity related work, to give them
greater assurance undertaking projects in
Singapore and worldwide.

» Recogn isn os o Trusted Ifocamm Securty Profossional Yo o use Iha
designuiion 3 AVIP (AISP Yalidated Infermation Security Prefessionals
Member}as your cradentials

+ Special Invite 1o Liclusive Activ tios & Lvents

# AVI7 rembers 2noy the Professional Indemnity Coverage in
Singapore and Ovarseas {FIRST in Asia)l

- AP membrs
ircastry laders

b invites for key dialogus sessions with naticnal &
i GpiNioNs on cyser A

* AVIT members will be nviled Lo represent AiSP for media interviews
anthsr opinions on cyber sscunty.

PRICILC

Application Fee : 5486.00 (15t 100 applicants),
5324 (AISP CPP members)
Annual Membership: $270.00

Frizesireludas (=T

EMAIL MEMBERSHIPZAISP.5G TO SIGN UP AND FOR ENQUIRIES

For all Ordinary Members (Path 1), we are
pleased to share that AVIP Membership is
now open for registration!

Visit our website
https://www.aisp.sg/avip.html to find out
more about the entitlements of AVIP
Membership. Please send in your form to
membership@aisp.sg and the required
documents in a password protected zip
file. Send us the password through our
telegram at https://t.me/AISP_SG.

Registration for NTUC Social
Membership

ULink

8105 0000 0000 0001
ROXANNE LIM

NTUC Social Membership card

This membership is a rider to Association
Membership. Members interested in
applying for this card can do through your
respective Association. You may also email
to pme@ntuc.org.sg.

Benefits of Link NTUC Social Membership
are as such:

« Earn & redeem Linkpoints at over 1,000
partners’ outlets

« Eligible for Career Advisory services
offered by NTUC U PME Centre

+ Enjoy benefits and privileges from Ready
for eXperience (RX) Community Member
Programme offered by NTUC Club

AiSP is collaborating with NTUC to
provide an exclusive membership
package only for AiSP Members at
$10/year
(inclusive of GST).
Some benefits include
- Career Advisory services
- https://upme.ntuc.org.sg/upme/Pa
ges/CareerCoaching.aspx
Benefits and privileges from RX
Community Member Programme
https://www.readyforexperience.sg

/

Please fill in the form below and make
payment if you would like to sign up for the
membership.

https://forms.office.com/r/qtiMCK376N



https://6559474.hs-sites.com/by-invitation-only-soc-101-trust-no-files-l-votiro-bfsi-workshop-12th-july-2023
https://www.aisp.sg/avip.html
mailto:membership@aisp.sg
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Ft.me%2FAiSP_SG&data=04%7C01%7C%7Ccc266e9e192149aa55fb08da001016f5%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C637822366357468778%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=pSZvt4fQEFPVEUWUZ7N0ZM8nT1oezo1836XE3RNWlGM%3D&reserved=0
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx
https://www.readyforexperience.sg/
https://www.readyforexperience.sg/
https://forms.office.com/r/qtjMCK376N

Top Women in Security
ASEAN Region Awards 2023
8 March — 30 May 2023

Converting Professionals for the Future
of Cybersecurity
15 May 2023

FinTech Festival India 2023
16 - 18 May 2023

7‘%NclmenliﬂSer:urity

ASEAN REGION 2023
-~ ap 4 - o A N A -

Converting Profegsionals for the Future of

CYBERSECURIT

UNLOCK THE POTENTIAL OF DIVERSE
TALENT TO MEET CYBERSECURITY DEMAND

NOMINATIONS OPENED
MEET THE JUDGES 191 ERNA MEN'S D

May 30

- 18 May 2023
entre,
Festival India h

A must attend event for
global FinTech community

FER-Y o°
MONDAY, MAY 15 2023 .

4:00 PM TO 6:00 PM
THE MEETING POINT @ JTC LAUNCHPAD

150+ 30+ 6000+
Speakers Sessions Decision Makers

Buy tickets

In its fourth year, the Top Women in
Security ASEAN Region awards have
officially opened for nominations to
recognize women who have advanced
the security industry within the ten

countries of the Association of . . . .
Southeast Asia Nations (ASEAN). Join tFr:e fpa”?' dlfc?ss;)}n Ic;n tConv?rtlng FinTech Festival India 2023 is an industry-
o Cybersé?:ue;tsﬁnoe:;ar?irze debyuSucr:n?ist and first future-rea(_jy event t.hat wiII_ showgase
Nominations opened on Tuesday March f ing thouaht leaders f | B the future of FinTech, give an insight into
8, coinciding with International Women’s eaturing thought leaders from Total eBiz

BLJJALA
DRUUVANG  JEREMYLEE o, Biiorc.s  DAVEGURBANI  BENNY O

Lo fHSCANTIST Bt

. . how the FinTechs are redefining the
Day and are scheduled to close on May Solutions, CyberSafe and GECO Asia. Financial services, and how the Ingian and
30. Don't miss out on the opportunity to learn global FinTegh co_mmunities are coming
; ; e about Scantist DevSecOps transformation together to gve FmTe_c hs a streamll_ned
To get involved and nominate visit for individ ﬁ) f di growth by implementing and adapting
womeninsecurityaseanregion.com. b pLogram(j ?r Itn |V|_t_uas_ trom |vers§_ innovations at the grassroot level. FinTech
Self-nominations are welcome. ackgrounds to transition into a rewarding Festival is organized by Constellar
career in DevSecOps.

Exhibitions India Pvt Ltd, a subsidiary of
Constellar Holdings Pte Ltd,
Register here headquartered in Singapore.

Register here



https://womeninsecurityaseanregion.com/
https://www.eventbrite.com/e/629056052587
http://bit.ly/3ZXttwO

Accelerate Asia 2023 CISO ASEAN FinTech Festival India 2023
25 May 2023 30 May 2023 27 — 28 Jun 2023
T(::E(R:EEEEATE ASIA 2023 [Cj(

SINGAPORE EDITION

seamless

THE FUTURE OF PAYMENTS,

CISO [NSERN
ting you to

Experience a Secure Future. >

next in InfoSee¢

REGISTER NOW

You won’t want to miss this year’s
opening keynote sessions, featuring  |We are thrilled to be the Platinum Sponsor PAYMENTS. E-COMMERCE. BANKING.

some of the most inspiring and for @CoriniumGlobalintelligence . .,
knowledgeable speakers in the industry. | CISO ASEAN Online conference, taking | M€ three sectors on which Asia’s future
Fortinet executives will be sharing their | Place on 30 May 2023! Join us for CISO digital economy will be built; and Seamless
insights on topics ranging from investing | ASEAN Online the one-stop platform you Asia is the only event that brings them
for growth to navigating today’s toughest | need to benchmark new practices and together. Meet leading payments, banking

security challenges. drive change in the ASEAN cyber security and e-commerce innovators at Sands
community. Through an interactive, virtual| EXPO, Singapore on 27 - 28 June 2023.
Do register for this event as soon as platform, attendees will engage in the
possibleg,] as seats are limited. This event | hottest and most crucial cybersecurity Use Promo Code: AISP10 for 10% off
is open to all IT practitioners and discussions through a series of keynotes, delegate tickets.
cybersecurity professionals. panels, interviews and other engaging '
sessions Register here

Register here
Register here



https://events.fortinet.com/accelerate-asia-2023-sg?ref=AISP
https://bit.ly/3TX04Bp
https://secure.terrapinn.com/V5/step1.aspx?E=10690&R=AISP10&utm_source=aisp&utm_medium=op&utm_campaign=op-aisp&utm_term=third-party&utm_content=listing

CISO Melbourne AISA’s Australian Cyber Conference Melbourne
17 - 19 Jul 2023 17 — 19 Oct 2023

THE EARLY BIRD...GETS THE DISCOUNT!

CC] Corinium

IHDUSTRY PARINER REGISTER BEFORE 31JULY 2023
CISO Melboume cyberconference.com.au
FOC Y: MON 17 JULY 1 .
5 TUES 14 JuLY AISPP AUCTRALIAN
CONFERENCE [ e e B
17 - 19 OCTOBER AISA .

> Connecting you to
what's next in InfoSec

MELBOURNE CONVENTION & EXHIBITION CENTRE

We are so excited to announce we will be supporting
@CoriniumGlobalintelligence CISO Melbourne event as an | AISA’s Australian Cyber Conference Melbourne offers a unique

Industry Partner. Join us at CISO Melbourne 2023 to share platform for attendees to explore the latest developments,
insights on transformative leadership, increasing awareness, |emerging technologies and industry trends that are shaping the
taking a holistic approach to cybersecurity, and embracing current cyber security landscape.
technology innovation with confidence. By attending this conference, you will gain invaluable insights,
establish meaningful connections, and equip yourself with the
Register using the discount code CISOMELPAR500 and necessary tools and knowledge to seize the opportunities that
receive $500 off the standard rate! are presented to us all by the digital age.
Register here Please join us for an inspiring event that will empower you to

thrive in the ever-evolving world of cyber security.
Hurry - our heavily discounted Early Bird ticket price ends 31
July 2023!

Register here



https://bit.ly/3N64PHt
https://cyberconference.com.au/

Professional Course Development

Three Courses for Profes/sionals
to Lead the Blockchain Revolution

EC-Council Launches Three New Blockchain Certificatjon
Courses to Meet the Industry Requirements of:

RS

BDC B/BLC B FC

Blothchan  Developsr Cortfiation Bleckchois  Beviness Lsoder Certication Blockdhaln  Firtech Cortfation

Developers Business Leaders | Fintech Professional
-

REGISTER NOW

EC-Council’s Blockchain Certifications Overview

EC-Council’s blockchain certification courses are curated by experts to support the growing demand for skilled blockchain
professionals.

These programs have been designed to meet the industry requirements of developers, business leaders, and fintech
professionals in this rapidly growing area.

Our blockchain certification courses consist of three knowledge and competency areas:
development, implementation, and strategy.

During the course, students get exposure to multiple blockchain implementation concepts and
a unique guideline for sustainable and scalable blockchain development using quantum-resistant ledgers.

Considering the market opportunity and skills required for different target groups, EC-Council has
launched three new blockchain programs:

1. Blockchain Business Leader Certification (BBLC)
2. Blockchain Fintech Certification (BFC)
3. Blockchain Developer Certification (BDC)

Blockchain technology is becoming more prominent in today’s digital world, and getting
certified is a great way to showcase your knowledge and lend credibility to your resume.

EC-Council’s expert-designed courses will provide you with hands-on experience and
help you gain valuable insights that are mapped to real job roles.

Special discount available for AiSP members, email aisp@wissen-intl.com for details!



mailto:aisp@wissen-intl.com

AiSP Courses to help advance in your Career & Knowledge

Qualified Information Security Professional Course
(QISP) E-Learning

Qualified
Information Security
Professional (QISP)

NEW

s:g; Prepare for QISP Certification with
QISP e-Learning Programme!

« For professionals with at least 1 year of experience in IT and cybersecurity awareness and those who will be taking on
a senior technical or management role in IT enterprise governance

« Deep-dive into security principles and concepts and gain understanding for cyber defence strategies and different
levels of security implementation

« Earn an internationally-recognised certification and become a security expert on Singapore and across ASEAN

Objectives

Understand and attain knowledge in enterprise governance, risk analysis and management, security controls, security
principles and lifecycle, business continuity planning. develop and implement security goals, objectives, strategies and
programmes and maintain and review security operations.

1. Government and Management

2. Physical Security, Business Continuity and Audit
3. Security Architecture and Engineering
4.0peration and Infrastructure Security

5. Software Security

6.Cyber Defence

AiSP Certification Road Map

Qualified Information Speclalisation Courses in
Security Professional Threat Intelligence,
(QISP) E-Learning Forensics, Network
Programme Defense, Ethical Hacking

Scan the QR Code
to register your interest!

PO e et sl Email aisp@wissen-intl.com

for more information.

7 N




AiSP Courses to help advance in your Career & Knowledge

Cybersecurity Essential Course Qualified Information Security Professional Course
(Basic) (QISP) Physical

QUALIFIED INFORMATION
ECURITY PROFESSIONAL (QISF
- 5 DAYS-

*70% funding for Singaporeans 40 and above.
50% funding for all Singaporeans below 40 & all PRs,

[S]LEPPING uP
INFORMATION

Call us: +65 8839 0071
Email us: fraining@opusi.com.sg

SECURITY

CYBERSECURITY
ESSENTIALS COURSE

AISP R

[Asvance Connect Excer

Dive deep into the principles and concepts to manage and govern the
aspects of Information Security
Gain an understanding and appreciation for the cyber defence

For: strategies and different levels of security implementations
People who are new to information security and in need of an Understand the importance of maintaining internal network defences
introduction to the fundamentals of security. against all cyberattacks and threats.

Those who have decided to make a career change
Professionals who are in need to be able to understand and Course Fees include Examination, while promotion last.

communicate confidently about security terminology. *NTUC UTAP funding is available for NTUC Member for this

course.
Public: $1,600 (Before GST) * SSG Funding is available!

10% Discount for AiISP Members: $1,440 (Before GST)
To find out more on the Qualified Information Security Professional

*Utap funding is available for NTUC Member Course, please visit https://www.aisp.sa/gisp_info.html.
* SSG Funding is available!

Please click here for the upcoming course dates.

Please click here for the upcoming course dates.
Please email secretariat@aisp.sg for any enquiries.

Please email secretariat@aisp.sg for any enquiries.

Click here for our Contributed Contents from our partners
Click here for the job postings available for a cybersecurity career
Click here to view the SME Cyber Safe Portal

Click here to view AiSP Cyber Wellness Portal

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594

Please click here to unsubscribe if you do not wish to receive emails from AiSP.



https://www.aisp.sg/cyberessentials_training.html
mailto:secretariat@aisp.sg
https://www.aisp.sg/qisp_info.html
https://www.aisp.sg/qisp_training.html
mailto:secretariat@aisp.sg
https://www.aisp.sg/publications.html
https://www.aisp.sg/jobs.html
https://www.aisp.sg/smecybersafe/index.html
https://www.aisp.sg/aispcyberwellness/index.html
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMllaMElCN0cxRjhUTVczNThOWEhDQ0pVSS4u&wdLOR=c8FB45704-8EA5-42D3-9DD2-BD1805EC621D

